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DETAILED ACTION 

1. Claims 1-20 are presented for examination in this application (09,924,195). 
Acknowledgement is made to the Information Disclosure Statement received on 
September 7, 2004. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-4, and 6-20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Komori (U.S. 6,490,663). 

As to claim 1 Komori teaches an electronic control apparatus [Electronic Control 
Apparatus having Rewritable Nonvolatile memory (title)], comprising: 
a storage portion [figure 3 shows the block diagram of storage portion, including a 
boot program storage area, a check program storage area, and an application program 
storage area]; 

a memory portion in said storage portion [figure 3 shows flash ROM in the storage 
portion]; 

a security flag portion in said storage portion [the head address of the check 
program storage area effectively serves as a security flag in the following way: The 
head address of the check program storage area 132a is fixed, so that the check 
program stored in the check program storage area 132a may be accessed accurately 
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from the boot program stored in the boot program storage area 131 (column 4, lines 
34-38); it is determined at step S201 whether the head address, where the check 
program is stored, is not FFh and the check program itself for determining the 
presence/absence of the application program is present. Here, FFh (hexadecimal 
notation) means that all the 8 bits (1 byte) are 1 and corresponds to 255 (decimal 
notation). The presence/absence of the program can be determined by whether the 
head address of the program is FFh, because the cell content is generally FFh and the 
head address of the program does not become FFh, when the flash ROM 13 is in the 
erased condition (column 4, lines 52-62)]; 

said memory portion being in at least one of an initial state and a written state 

[figure 6 shows the case where the application program (i.e. one of the memory 
portion) is either present (i.e., in the written state), or is not present (i.e., in the initial 
state)]; 

said written state exiting on a successful writing to said memory portion [figure 6 
shows the case where the application program (i.e. one of the memory portion) may be 
present (i.e., in the written state)]; 

said initial state existing on at least one of an unsuccessful writing to said 
memory portion and an unwritten state of said memory portion [figure 6 shows the 
case where the application program (i.e. one of the memory portion) may not be 
present (i.e., in the initial state and has not been written yet)]; said security flag portion 
indicating a status of said memory portion as being in said at least one state [The 
presence/absence of the program can be determined by whether the head address of 
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the program is FFh, because the cell content is generally FFh and the head address of 
the program does not become FFh, when the flash ROM 13 is in the erased condition 
(column 4, lines 57-62)]; 

a control portion for controlling communication with said storage portion [figure 
1 shows the control portion (item 11) comprising a CPU) and the communication unit 
(item 18) which is under the control of the CPU and communicates with the storage 
portion (item 13)]; 

said control portion including means for controlling, on a basis of said status, 
one of a writing and a rewriting to said memory portion according to an external 
standard haying a delay portion [figure 4 shows the case where, based on the status 
of step S201 (if check program address != FFh) or the status of step $203 (if 
application program present), to wait for command from the memory rewriting device]; 
and said control portion further including means for bypassing said delay 
portion when said security flag portion indicates said status as being in said 
initial state, whereby said control portion avoids said delay portion [figure 4shows 
that if the flag (i.e. check program address) is FFh (i.e. in the initial state), then the rest 
of the operations (steps $202 to $204) is bypassed]. 

With respect to claim 1, Komori's invention does not mention a delay portion 
that is to be bypassed or executed, depending on the status of a certain flag. However, 
Komori does teach the method of executing a first operation or a second operation 
based on the status of a flag (i.e. head address of the check program being FFh or not). 
In fact, such a technique of selecting from two operations based on the status of a flag 
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is so fundamental and is such a well-known practice that it can be found in all kinds of 
program. Therefore, it would have been obvious for one of ordinary skills in the art at 
the time of Applicant's invention to realize the fact that the teaching from Komori is 
adapted to be directly applicable to cases where the bypassing or execution of a delay 
portion is of interest and to incorporate it as needed. 

As to claim 2, Komori teaches an electronic control system [Electronic Control 
Apparatus having Rewritable Nonvolatile memory (title)], comprising: 
an electronic control portion [ figure 1, item 1 1 is the corresponding control portion]; 
a storage portion in said electronic control portion [ figure 1 , item 13 is the storage 
portion]; 

said storage portion effective for storing operational data [figure 3 shows that the 
storage portion includes boot program, check program, and application, all relate to 
operation]; 

said storage portion being in one of at least an unwritten state and a written state 

[refer to "As to claim 1"]; 

first means for setting said written state as a first status existing upon a 
successful writing to said storage portion [the head address of the check program is 
set to a value different from FFh to indicate the presence of the check program (column 
4, lines 33-46)]; 

second means for setting said unwritten state as a second status existing upon 
at least one of an unsuccessful writing to said storage portion and an initial 
storage portion [the presence/absence of the application program may be determined 
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by whether the predetermined address is a predetermined data, a check sum coincides 
with a predetermined value or the like (column 5, lines 50-60)]; 
means for writing and rewriting to said storage portion according to a security 
standard requiring at least a delay time before permitting said writing to said 
storage portion [figure 1 , item 30 shows the memory rewriting device for writing or 
rewriting the storage portion]; 

and security bypass means in said electronic control system for identifying said 
at least one state and allowing said means for writing and rewriting to bypass 
said delay time where said unwritten state exists, whereby said means for writing 
and rewriting can write to said storage portion without said delay time [refer to "As 
to claim 1"]. 
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With respect to claim 2, Komori's invention does not mention a delay portion 
that is to be bypassed or executed, depending on the status of a certain flag. However, 
Komori does teach the method of executing a first operation or a second operation 
based on the status of a flag (i.e. head address of the check program being FFh or not). 
In fact, such a technique of selecting from two operations based on the status of a flag 
is so fundamental and is such a well-known practice that it can be found in all kinds of 
program. Therefore, it would have been obvious for one of ordinary skills in the art at 
the time of Applicant's invention to realize the fact that the teaching from Komori is 
adapted to be directly applicable to cases where the bypassing or execution of a delay 
portion is of interest and to incorporate it as needed. 

As to claim 3, Komori teaches a security flag in said storage portion and said 
means for writing and rewriting effective to indicate said at least on state [the 
corresponding security flag is the head address of the check program. Its value is either 
FFh (indicating one state) or any value different from FFh (indicating the other state). 
Refer to "As to claim 1"]; 

a first control portion in said electronic control portion [figure 1 , item 1 1 shows the 
first control portion]; 

a first communication section in said electronic control portion [figure 1, item 18 
shows the first communication portion]; 

and said first control portion effective to read said operational data from said 
storage portion and control said electronic control portion [figures 2, 4, 5, 6 show 
the programs and operations executed by the CPU of the first control portion]. 
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As to claim 4, figure 1, item 30 shows the memory rewriting device which hosts 
the second control portion and the second communication portion. Although figure 1 
does not explicitly show the inside structure of the memory rewriting device, it is to be 
understood that without the second control and communication portion of its own, the 
memory rewriting device will not be able to communicate with the CPU of the storage 
portion. [Further, the ECU 10 includes a communication circuit 18 for executing data 
communications with a memory rewriting device 30, which is connected when an 
internal combustion engine control program and data within the microcomputer 1 1 are 
to be rewritten (column 3, lines 35-40)]. 

As to claim 6, refer to "As to claim 1" and "As to claim 2." 

As to claim 7, refer to "As to claim 1" and "As to claim 2." 

As to claim 8, refer to "As to claim 1" and "As to claim 2." Further, figure 2, step 
$101 shows the controller performs initial setting to initiate a power on state. Moreover, 
figures 2, 4, 5, and 6 illustrate the sequence of operations being performed during the 
initial/rewriting operations. 

As to claim 9, refer to "As to claim 1" and "As to claim 2." 

As to claim 10, refer to "As to claim 1" and "As to claim 2." 

As to claim 1 1 , refer to "As to claim 1" and "As to claim 2." 

As to claims 12-13, refer to "As to claim 1" and "As to claim 2." Further, Komori 
also teaches that in the conventional determination of the presence and absence of an 
application program, the presence/absence of the application program is determined 
by providing OOh as the specific data at the specified address of the application 
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program, for instance at the last of the application program, and by reading the data in 
that address by the boot program and determining whether it is OOh. Here, h of OOh 
denotes the hexadecimal number (in hexadecimal notation), and OOh (hexadecimal 
notation) indicates 0 (decimal notation) in which all 8 bits (1 byte) are 0 (column 1, lines 
51-60). Thus, it is also adapted to be utilized as a flag to indicate the status of storage 
portion. 

As to claim 14, refer to "As to claim 1" and "As to claim 2." 
As to claim 15, refer to "As to claims 12-13." 

As to claim 16, refer to "As to claim 1" and "As to claim 2." Further, the apparatus 
disclosed by Komori is associated with a vehicle, as figure 1 , item 20 shows an engine. 
[In FIG. 1, numeral 10 designates an internal combustion engine electronic control 
apparatus (ECU) (column 3, lines 19-20)]. 

As to claim 17, refer to "As to claim 15." 

As to claim 18, refer to "As to claim 1" and "As to claim 2." Further, figures 2, 4, 5, 
and 6 illustrate the program flow of operations being performed during the 
initial/rewriting operations. 

As to claim 19, refer to "As to claim 15." 

As to claim 20, refer to "As to claim 1" and "As to claim 2." Further, Komori also 
teaches that in the conventional determination of the presence and absence of an 
application program, the presence/absence of the application program is determined by 
providing OOh as the specific data at the specified address of the application program, 
for instance at the last of the application program, and by reading the data in that 
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address by the boot program and determining whether it is OOh. Here, h of OOh denotes 
the hexadecimal number (in hexadecimal notation), and OOh (hexadecimal notation) 
indicates 0 (decimal notation) in which all 8 bits (1 byte) are 0 (column 1 , lines 51-60). 
Thus, it is also adapted to be utilized as a flag to indicate the status of storage portion. 
4. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Komori 
(U.S. 6,490,663), and further in view of Funakoshi et al. (European Patent Application 
EP 0 903 271 A2). 

As to claim 5, refer to "As to claim 1" and "As to claim 2." 

With respect to claim 5, Komori does not teach the use of seed data to calculate 
a security password as part of the write/rewrite operations. However, Funakoshi et al. 
disclose in their invention "Security Device for Vehicle" an apparatus and a method of a 
security device for vehicle that is of a type generating a seed that is used suitably in 
order to generate a key by being encoded (abstract). Figure 1 shows the block diagram 
of system and the seed generating block (item 13), automatic key generating block 
(item 15) of the control portion as well as the external unit. Figures 3 and 4 show the 
program flow of the authentication process, including the exchanging of the seed and 
the key between the control portion and the external unit. Authentication based on 
generated seed and key improves the security of the vehicle data. Therefore, it would 
have been obvious for one of ordinary skills in the art at the time of Applicant's invention 
to realize the benefit of authentication scheme as demonstrated by Funakoshi et al., 
and to incorporate it into the apparatus disclosed by Komori to improve the security of 
the data of a vehicle. 
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5- Related Prior Art 

The following list of prior art is considered to be pertinent to applicant's invention, 
but not relied upon for claim analysis conducted above. 

■ Kennedy et al., (U.S. 6,084,968), "Security Token and Method for Wireless 
Applications." 

■ Brinkmeyer et al., (U.S. 5,708,712), "Vehicle Security Device with Electronic Use 
Authentication Coding." 

■ Alajajian, (U.S. 5,668,880), "Inter-Vehicle Personal Data Communications 

Device." 

■ Ogasawara et al., (U.S. 5,097,1 15), "Transaction Authentication System." 

■ Fiedler et al., (U.S. 5,995,624), "Bilateral Authentication and Information 

Encryption Token System and Method." 

■ Zeidler, (U.S. 4,578,530), "End-To-End Encryption System and Method of 

Operation." 

■ Wirstorm et al., (U.S. 4,694,492), "Computer Communications Security Control 

System." 

Conclusion 

6. Claims 1-20 are rejected as explained above. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sheng-Jen Tsai whose telephone number is 571-272- 
4244. The examiner can normally be reached on 8:30 - 5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Matthew Kim can be reached on 571-272-4182. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Sheng-Jen Tsai 
Examiner 
Art Unit 2186 



February 17, 2005 
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